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Executive Summary

In an era where online government presence has become increasingly popular, with wide range
of audience tend to approach its online services and content rather than traditional methods,
it is essential to lead a huge emphasis on facilitating government website visitors' journey and

understand their needs.

After the great impact of applying the government website standard 2019 over varuses of
governmental entities and in order to maintain the expected level of governmental web
presence quality, the need to adhere to the agile environment of international website's

standards and guidelines has become vital.

The Jordan Government Websites Standards (GWS) 2022 version focus on implementing
number of updates and overall enhancements to make Jordanian government websites more

accessible, usable, and user-centric while being easy to apply and comply with.

This version addresses the website design, structure, navigation, and content writing common

throughout (43) Guidelines, categorized under (5) Components, which are:

e Accessibility (8 Guidelines)

e Usability and Design (10 Guidelines)

e Content and Site Architecture (8 Guidelines)

e Responsive Web Design (2 Guidelines)

e Web Security (15 Guidelines)
Compliance to these guidelines will ensure a high level of consistency and uniformity in the
content coverage and presentation that will lead to further excellence promotion in the
Jordanian Government web space, whereby all government entities are strongly encouraged

to comply with these guidelines.
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Introduction

After the successful release of the Jordanian Government Websites Standard’s 2019, and as
an act to maintain and keep base with the latest international standards and best practices, a

vital need to keep the covenantal standards reference up to date.

whereby the standards and guidelines aim to make the Jordanian government websites more
usable, user-centric and universally accessible, in addition to bringing uniformity to the

quality of content and provided services.

Jordan Government Website Standards 2022

This version is an updated release of the Jordan Government Websites Standards (GWS)
2019, which was prepared and published by the Ministry of Digital Economy and

Entrepreneurship in cooperation with Echo Technology.

The 2022 version of the standards is an outcome of studies done on well-known international
standards updates and latest recommendations, in addition to users and organizations
feedback, surveys and users’ behavior analysis over the previous version of the standard
performed by Echo Technology, where the main inputs to prepare this document were the

following:

e Government Identity.

e The Government Needs. VA( GOVERNMENT WEB STANDARDS
= e

e The Websites Visitor's Needs. N — &ilooll s

e The Websites Visitors’ Technology.

e The Websites Visitors’ Behavior and Expectations.
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GWS 2022
e Usability Content & Site Responsive Web .
Acce;sd.:_lhty & Design Architecture s Design Web Secquty
8 Guidelines L o 2 15 Guidelines
10 Guidelines 8 Guidelines 2 Guidelines
|}
\

Government Entities Visitor Visitor Visitor

Identity Needs Needs Behavior Technology

Figure 1- GWS quidelines overview

This GWS consists of (43) Guidelines, categorized under (5) Components. Compliance with
these guidelines will not only enhance the quality of the entities’ websites but also help in

making them easy to use and customer-focused:

Accessibility (8 Guidelines): A government website serves a largely heterogeneous population
that comprises users with vastly different learning styles and capability levels. The accessibility
guidelines are meant to make the website inclusive and accessible to the widest possible

audience.

Usability and Design (10 Guidelines): The branding elements of the governmental websites
should convey a single, unified message to all site visitors, where brand elements should
include and utilize the entity’s imagery, iconography and visual cues while ensuring the best

usability for the website design and its components.
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Content and Site Architecture (8 Guidelines): The Site Architecture and Content available on
a website are very crucial elements in ensuring the success of the website in meeting users’
needs and expectations. Having the Content and Site Architecture Guidelines reflected on the
website will ensure smooth browsing experience and excellent data flow for the website’s

visitors.

Responsive Web Design (2 Guidelines): A responsive design allows for a more optimized
user experience across desktop and laptop computers as well as smartphones and tablets of
varying sizes. The responsive web design guidelines aren't only about making the website
look good on different devices but also to facilitate the navigation of the website no matter

what device the site visitor is using.

Web Security (15 Guidelines): To secure a website, the website application itself should be
secured first, along with the infrastructure and connectivity. This standard document focuses
on the requirements of a website application security, the website should be protected and
secured, against OWASP Top 10, where the OWASP Top 10 is a regularly updated report

outlining security concerns for web application security, focusing on the 10 most critical risks.

How to Use this Document

Governmental entities are expected to read, understand, and implement these guidelines and
standards in all their web-based initiatives. Therefore, all governmental websites should be
following the minimum essential guidelines mentioned in this document.

Note: The standards are applicable to all governmental websites, regardless of whether its

informative or for e-service delivery
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What's New in GWS 2022
In this version, the Jordanian Government Entities' web presence gets improved in terms accessibility,

usability, transparency, both in design and content. with the following main enhancements:

+ Upgraded guidelines supporting e-Accessibly based on WCAG 2.1
* Upgraded web content guidelines and recommendations.

+ Upgraded website Policies.

+ Compliance with OWSAP Top 10 2021

Suggestions and Enhancement

The Ministry of Digital Economy and Entrepreneurship welcomes suggestions and feedback

to improve the quality and content of this document.

Limited Distribution Page 14 of 100



Ministry of Digital Economy and Entrepreneurship

Component 1: Accessibility

Web accessibility is the inclusive practice of ensuring there are no barriers that prevent
interaction with, or access to, websites on the World Wide Web. When websites are correctly
designed, developed, and edited, all site visitors have equal access to the information and

functionalities.

A.1.1 - Domain Naming Conventions and Uniform Resource Locators

Domain Naming Conventions and Uniform Resource Locators (URLS)

Guideline ID: A1.1

Development Lifecycle Stage:

Planning L0 Design and Development O Deployment O Operation

Website Service Category
Informative Website e-Services Website

A domain name is an identification string (address) whereby the users of the internet can
access a website on the World Wide Web. Achieving a fully qualified, high-quality, and user-

friendly domain name depends on the Domain Name System (DNS) guidelines below:

Domain Name Structure

In DNS, a domain name is made up of a hierarchy known as levels. The government domain

name must specify four levels:

e Top-Level Domain (TLD): This segment recognizes the country, for example: “jo".

e Second-Level Domain (SLD): This segment refers to the organization, for example:
commercial companies will register under ". com.jo" while governmental entities will register
under ". gov.jo".

e Third Level Domain: This segment identifies the specific and unique administrative owner

or subject, for example: "modee.gov.jo".

Limited Distribution Page 15 of 100
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e The Sub-Domain: The segment at the start of the domain that specifies a website section,
a department, or a function related to the government entity. For example:

"eservices.modee.qgov.jo", "intranet.Modee.gov.jo", "hr.modee.gov.jo".

The below figure “Figure 1. Domain Name Structure” gives an example on how the domain

name should be structured.

services.modee.gov.jo

Sub-Domain Second-Level Domain
m. .“.
| |
Third-Level Domain Top-Level Domain

Figure 2 : Domain Name Structure

Naming Conventions

The government entities’ domains must support three types of naming conventions:

o Short English Naming Convention: The government entity must have a domain name that
represents the entity’s abbreviation. For example: "www.modee.gov.jo".

e Long English Naming Convention: The government entity must have an English domain
name that represents the entity’s complete name. For example:
"www.dlgitaleconomy.gov.jo".

e Arabic Naming Convention: The government entity must have an Arabic domain name

with hyphens separating words. For example:" G,¥) 534 - s- i Jl-aLai8y)"

Limited Distribution Page 16 of 100
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Domain Binding and Access Protocols

e The domain name must be accessed using Secure Hypertext Transfer Protocol (https) with
a valid certificate. For example:" https.//modee.gov.jo ".
e Websites domain name should be accessed with or without "www" prefix. For example:

Website is accessible through both URLs "www.modee.gov.jo" and "modee.gov.jo".

Don't
@ Publish a website without a Secure Hypertext Transfer Protocol (https)
http.//modee.gov.jo

Directory Path and Page Names

e |tis recommended that the website has a clear directory representing the current URL
name. for example: "www.modee.gov.jo/news ".

e The page URL must be clear for both English and Arabic pages, where in Arabic the
spaces should be replaced by (). For example: in English
"www.modee.qov.jo/pages/aboutus”, in Arabic "www.mofee.gov.jo/pages/ - "

e URL can include file extensions as below:

o .html, .php, .aspx, For example: "www.modee.qgov.jo/pages/aboutus.html’,

nou

"www.modee.gov.jo/pages/aboutus.php”, " www,mode.gov.jo/pages/aboutus.aspx”.

www.modee.gov.jo/page/aboutus

Do
@ Clear path

Do
@ Clear path with file extensions
www.modee.gov.jo/page/aboutus.aspx
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Avoid

Unclear path
www.modee.gov.jo/page/ viewpage? D=2

A.1.2 Discoverability and Search Engine Optimization

Discoverability and Search Engine Optimization

Guideline ID: A.1.2
Development Lifecycle Stage:
Planning O Design and Development t Deployment Operation

Website Service Category
Informative Website e-Services Website

Discoverability is the process of making the website and its content highly relevant for both
search engines and searchers. It includes tasks that improve the performance and visibility of
it and how search engines access the site, including indexing, crawling, schema, page speed,
site structure and URL structure to make it easier for search engines to find and index a

website by the appropriate keywords:

e Provide a proper Internal Linking for website pages by ensuring that each website page
leads to where it is supposed to lead. Inner linking strengthens the overall search-
optimized value of a website.

e Provides XML sitemap and Logical Hierarchy: It offers search engine spiders easy access
to web pages and provides visitors with directions for navigating the website.

e Provide SEO friendly URLs by considering the following:

o Keep URLs simple: Avoid adding too many parameters. The search engines send
out simplistic spiders/crawlers that may stop searching if they encounter any
obstacles.

o Links that are no longer working should be corrected or removed. Some of the
search engines de-index websites if more than a certain number of links do not

work properly.
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o Avoid changing the URLs structure and filenames once they are decided and set

up.

e Unique, meaningful, and relevant Meta Tags: Meta Tags of Metadata is the HTML markup

tags that contain information about a web page. They are placed in the web page’s

coding to help search engines understand the content of the page, the website should

contain the following Meta Tag types:

Description These tags contain the description of the <Meta name = “description” content = “this

Tags page being previewed; They should be as should be the dynamic unique description of
short and descriptive as possible. the web page”>.

Title Tags These tags describe the title of the website. | <title> your title here </title>

Keywords These tags are a set of words that visitors <Meta name = “Keywords" content =

Tags will probably enter when looking for the "FOLLOW, INDEX">

website, they should be listed and
separated by commas ()

Table 1 - Meta Tag Types

e The website should have ALT values for all value adding graphical content; each ALT

value should be short and meaningful.

e Through the website, each page description should be proper, short, and meaningful,

explaining the page’s purpose and content.

e Website page title should be well-designed:

o

(@]

©)

(@]

/]

Headings that begin with ‘a’, ‘an” and "they"” should be avoided. Keywords should be
used first, as they will be recognized by search engines when ranking results.
Webpage content should be properly described using common keywords.

Page title should be brief, short, easy to read, and clear.
Page title should be according to the website’s language (English/Arabic Titles).

e Strong social media presence should be provided; the entity’s website should be linked to

its social media channels.
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e Content should be strong and of high quality. If people want to visit the website, they
should have a reason.
e Website should have a strong link building and backlinks strategy to achieve:
o More visibility of website pages in search results.
o More traffic from other websites linked to the website (referral traffic).
o Links can help in getting indexed faster in search results.

A.1.3 Cross Browsing and Screen Resolution

Cross Browsing and Screen Resolution

Guideline ID: A.1.3
Development Lifecycle Stage:

Planning Design and Development L Implementation [0 Operation

Website Service Category
Informative Website e-Services Website

Cross-browsing is to create web pages that are browser independent, so they can be

accessed and viewed in the same layout regardless of the type of browser.

e The website is best viewed at 768x1366 screen resolution.

e Website should comply with the following browsers versions as a minimum:

Minimum Version to Support

Microsoft Edge 95.0 and above
Firefox 90.0 and above
Safari 14.1 and above
Google Chrome 95.0 and above
Opera 85.0 and above

Table 2 - Accepted Browsers Versions

Make sure to mention a compatibility statement in the website footer that declares both
@ browsers' compatibility and best resolution.

For example: This site supports Microsoft edge, Firefox 3.0+, Safari 3.0+, Google Chrome

12.0. This site is best viewed at a screen resolution of 768 x1366.
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A.1.4 Access to Language

Access to Language

Guideline ID: A.1.4
Development Lifecycle Stage:

Planning Design and Development 0 Implementation Operation

Website Service Category
Informative Website e-Services Website

Arabic and English are the most used languages in Jordan. Therefore, all government

websites must be bilingual (Arabic and English) at minimum.

e Arabic must be the default website language unless the website is meant to target non-
Arabic language site visitors or most of the website visitors and non-Arabic language site
visitors.

e Website Pages in English and Arabic don't have to be completely identical in content.

e Site visitors should get a page mentioning that the content isn't available in the selected
language.

e All main websites pages must be available in both Languages (Arabic and English).

e The change-language link should be in the website header and consistent in all website
pages as below:

o Upper-left corner in Arabic version.
o Upper-right corner in English version.

e The change-language link should be clear, using full words:

o "English” to switch to the English version of the website.

o 'wue"to switch to the Arabic version of the website.

Do
@ Full Words

English — _u)c
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EN-¢

Dont
(::) Flags
B =

e The language change link should always direct the site visitors to the same page in the

Don't
@ Abbreviations

selected language. If the content doesn't exist in the selected language, site visitors
should get a page mentioning that the content isn't available in the selected language.

e For external links and downloadable files, it is preferred to have the site visitor browse files
and links of the same language he is using. For example: If the visitor is browsing the

English version of the website, all downloadable files should be in English.

A.1.5 eAccessibility Actions

eAccessibility Actions

Guideline ID: A.1.5
Development Lifecycle Stage:
Planning Design and Development Deployment Operation

Website Service Category
Informative Website e-Services Website

Governmental websites should be developed with universal accessibility to allow the site to
reach those who are trying to access the website regardless of their abilities, where each
individual is unique. People have diverse abilities, skills, tools, preferences, and expectations

that can impact how they use the Web some of which are indicated below:
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Visual Blindness, low vision or loss of visual acuity.

Auditory Complete deafness or some levels of hearing loss.
Cognitive, learning, and Speech dysfunction, language or learning impairments.
neurological

Physical Impaired mobility or loss of fine motor control.

Table 3 - Types of Disabilities

The website should provide a clear accessibility bar or widget that is consistent and

accessible from any page on the website.

e The website text should be capable of being resized up to two-levels without losing
content or functionality according to WCAG 2.1 (1.4.4) Each level should
decrease/increase font size between 1px up to 2px

e Text spacing is recommended for improved readability for dyslexic and visually impaired
users according to WCAG 2.1 (1.4.12). three text spacing level should be deployed (light,
moderate and heavily spacing)

e Full color inversion for all site elements must be adopted according to WCAG 2.1 (1.4.1) to
provide greater perceived color depth, making texts significantly easier to read while
reducing eye strain for color blind and visually impaired users.

e [|tis recommended to pause content that moves or auto-updates that is considered an

accessibility barrier. Stops animations, blinking, and flashing content that distracts and

may trigger seizures according to WCAG 2.1 (2.3)
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e |tis recommended that the standard cursor size should be able to increase by 400% to
ensure the pointer always remains in sight, allowing faster and more accessible navigation
through hyperlinks, tabs, and form elements.

e [tems such as links, buttons, and other interactive elements should have the ability to be
highlighted so it can be easily identified by users.

e The website should have the ability to change its default font type to a Dyslexia Friendly
Font to improve reading experience for readers with dyslexia.

e Headings, landmarks, and links should be presented and structured in a clear, accessible,
and easy to navigate manner according to WCAG 2.1 (2.4)

e [t's recommended to have the website supported by screen reader tools to read aloud all
page contents.

e The website should be keyboard navigation friendly according to WCAG 2.1, enabling
users to navigate web pages using only a keyboard which will make the website content
and heading structure (hierarchical, sequential) more accessible.

e The website should provide a keyboard focus functionality which can highlight
components and move from one to another in the web page using a keyboard interface

e The website should support the keyboard shortcuts For example: (Ctrl + P) prints the
webpage.

e A web page should have more than one way to be reached by the website users.
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e The website should provide accurate alt values and description for non-text content. The
Website admin should approve or modify alt text to ensure it accurately reflects each
element. According to WCAG 2.1

e Each interactive form field on the website should be supported by fields labels and
attributes that describe intention and expected value to be entered by users. According
to WCAG 2.1

e Website forms should notify users of any errors encountered during form submissions,
providing contextual info for each field that requires a correction to ensure a successful
form submission. According to WCAG 2.

e External links should have an external link Icon (|:7II) and should always open in new tab

e Ambiguous links should be avoided, where links titles should be clearly named in a way
that describes the direction. According to WCAG 2.1

e Broken links that don't point to live sources are forbidden, links within the website content
should be accurate and correct According to WCAG 2.1

e Video Content should have a clear description where it's essential for users who are deaf
or have hearing loss to access its content.

e Website heading structure (hierarchical, sequential) should be accessible.

e The website language should be clear and meaningful with no missing language

attributes.
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Text alignment should be following to language guide to ensure a personalized and more

accessible reading experience

e The website should provide an option to Increase line height to ensure more comfortable
spacing for more fluid interaction with on-site texts.

e The use of ARIA tags is highly recommended in the website frontend to Facilitate the
assistive technology functions.

e The errors and / or call to actions should not only be conveyed by colors, it should also

be explained in clear label or description to assess the users with different abilities

A.1.6 Enable social media

Enable social media

Guideline ID: A.1.6

Development Lifecycle Stage:
O Planning Design and Development O Implementation 00 Operation

Website Service Category
Informative Website e-Services Website

Social media channels and websites should work seamlessly to promote website accessibility.

Integrating the social website with the website can be managed through the following:
Social Media Buttons

e Having social media buttons on the website is mandatory.

e The social media buttons should be consistently placed at the footer of the website
pages, in addition to the “Contact Us “page.

e The social media buttons should be correctly linked to the entity’s account.
Once the button is clicked, the entity’s account on social media should be opened in a
new browser tab.
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Sharing Buttons:

e Sharing buttons are meant to allow the site visitor to share the page’s content on his/her
personal social media account, where

e sharing buttons are mandatory.

e Sharing buttons should be displayed on the top of each page, where in Arabic it should
be shown on the left side of the page and in English on the right side of the page.

e Make sure to add the label “share *, * _&"next to the buttons, to avoid the site visitors

confusing the “Sharing Buttons “with “Social Media Buttons “.

Note: Make sure to have the share buttons placed in articles, news, and topics that is possible

to be shared by users not for all content presented on the website

A.1.7 RSS Feeds Subscription

RSS Feed Subscription

Guideline ID: A1.7

Development Lifecycle Stage:

Ll Planning Design and Development U Implementation I Operation

Website Service Category
Informative Website e-Services Website

RSS stands for Really Simple Syndication, and it is a simple, standardized content distribution
method that can help visitors stay up to date with the website content. It allows people to

receive updates to web-based content of interest on visitors’ personal pages.

By subscribing, visitors start receiving new content automatically in the feed reader such as

news, weather, and stock quotes.

e Standard RSS icon should be visible and clickable, directing the visitor to the RSS page.ﬂa

e RSS feed should be placed consistently beside the social media icons on the website
homepage and accessible from all website pages.

e Government websites should have RSS feature for news as minimum.
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A.1.8 Web Performance

Web Performance

Guideline ID: A.1.8
Development Lifecycle Stage:

O  Planning Design and Development Deployment Operation

Website Service Category
Informative Website e-Services Website

As part of having the website well accessible by site visitors, it should be fast loading and well
preforming, where website speed and performance are governed by multiple factors which
include the application itself, hosting environment, network, connectivity, site visitor machine,
etc....

This standard document focuses on the minimum requirements from the website
application’s side only. To reach the recommended web pages loading time, which is 9
seconds maximum, the website should have an ideal hosting environment and connectivity.

e The web page’s size shouldn't exceed 5 MB.

e HTTP requests should be minimized, in addition to removing all unnecessary redirects
and fixing all broken links.

e The time to first byte (TTFB) shouldn't exceed 800ms, where TTFP is measured depending
on HTTP request time, process request time, and response time.

e Reducing website images is a must; a single large image shouldn’t exceed 150KB, as for
small images, they shouldn't exceed 40KB.

e Minify and combine website files, including HTML, CSS, JavaScript, and fonts.

e Using Asynchronous loading for page elements whenever it is possible. With
asynchronous loading, files can load simultaneously. If a file takes a while to load, other
page elements will still load without any delay.

e Use defer JavaScript when it is possible, which means that the JavaScript is stopped from
loading until other pages’ elements are loaded.

Enable browser caching when it is possible.

Hosting videos on external links like YouTube rather than on the website.
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Component 2: Usability and Design

Usability means to make sure that the site visitor will use the website to achieve specified

goals with effectiveness, efficiency, and satisfaction in a specified context of use.

U.2.1 Site Navigation and Effective Sitemap

Site Navigation and Effective Sitemap

Guideline ID: U.2.1
Development Lifecycle Stage:

Planning Design and Development 0 Deployment Operation

Website Service Category
Informative Website e-Services Website

Navigation is the process that facilitates movement from one web page to another, it acts as
the road map to all different areas and information contained within the website. When site
navigation is designed properly, it helps visitors make sense of the information environment

they are in.

When it comes to usability, ease-of-navigation should be a top priority. Following are the

best practices for website navigation to significantly improve website user-experience:

e The website navigation structure should be from the visitor's point of view.

e Navigation should be classic, simple, and predictable. Complex navigation tools should be
avoided.

e The website should comply with the “Three Clicks Principle” that states that visitors should
need at most three clicks from anywhere in the site to get to what they need.

e Site navigation should be simple enough for the site visitor to understand, but also
contain the elements necessary to guide the visitor through the website.

e Navigation menus should be available on all pages within the website.

e Navigation menus should be organized in a meaningful, unambiguous way to display

content to users.

Limited Distribution Page 29 of 100



Ministry of Digital Economy and Entrepreneurship

Visitors can reach all website information from navigation menus.

Navigation menus should support transitional effects such as hover or mouseover effect.
These effects are seen when a mouse is over a certain element that makes it slide out,
change color, or animate.

Flash for navigation menus is forbidden.

Site Menus

Site menus are the most trusted and most used tool for the site visitors to access the website

pages and information.

Main Menu: It is the collection of all main website pages grouped together targeting the

main (major) audience of the website. Main menu can be viewed horizontally or vertically. It

is highly recommended to have a horizontal main menu.

The links in the main navigation should lead to pages within the site and behave in a very

consistent way.

@ Don't add links to external URLs in the main menu.

The number of menu items should be limited to a maximum of nine, less is even better.
Serial Position Effect: The most important items should be placed at the beginning and
the end of the menu, as for the least important items, they should be placed in the

middle. People's attention is highest for things that appear at the beginning and at the

end.

Figure 3- Serial Position Effect in Arabic Website
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Figure 4 - Serial Position Effect in English Website.
e Make sure to have the About Us at the beginning of the menu and Contact Us at the end
of the menu.

e Menu items names should be short and familiar.

Do
@ Short and familiar menu item name

ol o

8301y (asyll slaasVl 6l e

Don't
@ Long menu item name

e Inthe English version, each word should be capitalized. For example: "about us" should be
"About Us".

e Submenus are not preferable; they are considered annoying to the site visitor.

e Navigation Labels should be easily recognized, such as "Home", "About Us”, “Contact Us”

etc. Creativity is not recommended in this practice.

Do
@ Easily Recognized Navigation Labels
Home, Contact Us, L=Vl

Don't
Creative but Not Easy Navigation Labels
Root, The Contacts, asluall o 8)loll

Menu items should expand on click. Expanding the menu on mouse hover should be

avoided.
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Secondary Menu: It is a list of links that takes the site visitor to the website pages directly
without grouping them. The secondary menu aims to provide links to secondary (minor)

website audiences such as vendors, job seekers, and entity employees.

e The number of menu items should be limited to a maximum of seven, less is even better.
e In the English version, each word should be capitalized. For example: “tenders" should be
"Tenders".
e Menu items names should be short and familiar.
e Menu items should have separators. For example, a dot or slash.
e Governmental secondary menu will include:
o Site related information.
o Information targeting secondary (minor) website audience.

At a minimum, containing the following links:

Business

Home « Tenders « JObs « Intranet « FAQ « Sitemap

. l

Mandatory Mandatory

Figure 5 - Secondary Menu ltems

Page Side Menus

Pages Side Menu is the navigation menu that might change from one page to another. Its
main objective is to show the website visitor additional pages he/she might be interested in.
For example: If a site visitor is browsing "About Us "page, the page side menu should contain

"Organization Structure *, "The Minister”, etc.
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Website Header

Page Body

Breadcrumb

Content Page side menu

Website Footer

Figure 6 - Page Side Menu

e Page side menu is preferable not mandatory.
e Page side menu should be placed vertically on the left in the Arabic version and on the

right in the English version.

Breadcrumbs Bar

Breadcrumbs are meant to help the users keep track of their locations within the website.

e Breadcrumb should reach a maximum of five levels, reflecting the true hierarchy of the
website, not the path users have chosen to arrive at their destinations.

e Breadcrumb should always start with a Homepage link.

Tab Navigation

Tab navigation is where the website navigation links appear as tabs, similar to the tabs used
in a binder to divide the contents into sections. It can be used on both homepage and inner
pages.

Tab navigation is a useful tool for having the content categorized. For example: It can be used

on the homepage of the website to categorize the service section.
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Item Content

Item Content

Figure 7 - Tab Navigation in English
e Tabs can be placed horizontally or vertically.
e Horizontal tabs should be ordered left-to-right in the English version, and right-to-left in
the Arabic version.
e The number of tabs should not exceed five.

e Tab titles should be short and familiar.

Return to Homepage

Homepage is very essential for the visitors; for that, the websites should have a One-Click link

to the homepage.

e The website logo should be clickable, directing the site visitor to the homepage.
e The secondary menu should contain a home link.

e Breadcrumbs should always start with the homepage link.

Sitemap

Sitemap is a representation of the content on the website created to help both people and

search engines. Sitemaps are crucial for a usable navigation system.

e Sitemap links should be available at a consistent location throughout the website.
e Sitemap link should be in the secondary menu, which is considered as a mandatory item

in the secondary menu.
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e Sitemap should list down pages in a clear, hierarchical order, giving a plain overview of
the website.

e The sitemap should be updated continuously.

U.2.2 Homepage

Guideline ID: U.2.2
Development Lifecycle Stage:

Planning Design and Development [0 Deployment Operation

Website Service Category
Informative Website e-Services Website

The homepage is the main landing page of the website; it gives the site visitor the first and
the most important impression about the website. The website homepage should be well

designed and constructed.

The homepage should clearly reflect the identity of the entity.

e The design and organization of elements on the homepage should be based on the
users' needs and expectations.

e Order the homepage sections vertically, according to the most important information. For
example: Services should be the first section to appear after the introduction slider
"storyboard".

e Each section can be divided horizontally, where the components in the same sections

should be related. For example: News and announcements can be placed in the same

section.

e Avoid unnecessary decorations.

@ It is preferable to make some changes to the main page content at least once a week.
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e The foreground and background colors should have a contrast ratio of at least 4.5:1 for
normal text and 3:1 for large text.
e Contrast ratio should be of at least 3:1 for graphics and user interface components, such

as form input borders.

@ To check the contrast ratio, visit https://webaim.org/resources/contrastchecker/

e Below are the minimum main components of the homepage, where entities can add

additional components based on their business and target visitors.

Section | Components Importance

Header | Entity Logo: Should be placed in the upper right corner in the Arabic website and Mandatory
in the upper left corner in the English website, where the logo should be clear,

readable, and not pixelated.

Accessibility Bar Mandatory

Main Menu Mandatory

Secondary Menu Mandatory
Body Introduction Slider (Storyboard): The storyboard is used for both decoration and Optional

information highlights. For example: new service provided by the entity, Important
information, etc.
e The storyboard should have interesting graphics and headers.

Go to Action Banners. For example: Service, Contact Us, etc.. Optional
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Highlights Ticker is used for highlighting news or urgent announcement content on | Optional
a periodical basis.
e Highlight tickers should include announcements or urgent information. For
example: Tender announcements, national holiday announcements, job
vacancies, new locations, and important news.
e The text motion direction should be left to right in the Arabic version and right
to left in the English version.
e It should have controlled text movement, allowing visitors to move it back and
forth.

e The text should pause on mouse hover.

If no announcements will be published, highlight ticker should be

avoided.
Services: The entity should clearly highlight its services on the website homepage Mandatory
based on the site visitors' needs and expectations. for entities
e  Services should be categorized based on the site visitor perspective such as that offer

investors, citizens, etc.; categorizing based on the organizational point of view | services
should be avoided.

e Adding a "Trending Services “Section is preferable.

e |tis preferable that each service in the section has a dedicated brief.

Core Business Information: The entity should highlight its core business information | Optional

in the website homepage. For example: Financial websites should highlight the

currency prices.

Entity News: The entity should highlight its news in the news section placed in the Mandatory

homepage with the following details:

e News title.

e News date.

e Image if existed.

Browse the Site: It is preferable to have browse the site section on the homepage Optional

to ease the access to important pages.

Footer | Website compatibility in terms of cross-browsing and ideal screen resolution, in Mandatory
addition to the application required to open the website's file, for example: PDF

reader.
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Policies Statements: Mandatory
e  Privacy Policy.

e Terms of Use.

e Disclaimer.

e Copyright.

e Copyright Statement.

Headquarter Contact information: Mandatory
e Phone Numbers

e Working Hours.

e Location.

e Fax.

e Directions

Government Shared Banners Mandatory
Last Website Update Date Mandatory
Social Media Buttons Mandatory

Table 4 - Homepage Components.

U.2.3 Search Functionality

Search Functionality

Guideline ID: U.2.3

Development Lifecycle Stage:

O Planning Design and Development O Deployment O Operation

Website Service Category
Informative Website e-Services Website

A facility to search the content on the website is mandatory for all government websites.
Providing a non-working search function is considered one of the most crucial flaws. The

search feature should follow the guidelines below:

Search Box:

e The website should have an easy to reach search box located at the website header.
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Search box should be located in the homepage and all website pages at a consistent

and visible location.

e The search facility can be presented by a search bar or a search icon that displays the
search bar after clicking on it.

e Search function should be executed by clicking a button or pressing enter from
keyboard, where both options should be available.

e Arabic special characters entered by the user in the search bar should be neglected.

For example: typing e/l and e should bring the same results.

e Search in English should be case insensitive.
Search Results:

e If noresult is found, the site visitor should get the following messages: In Arabic “ \
dlz el il dalSy asleio il 19" and in English “No Results found related to the
entered search word".

e Search results should appear in a new page.

e Page titles of the pages that contain the search result should be visible, in addition to
a page brief.

e The total number of search results should be visible.

e The search results page should have a pager where the maximum number of results

in each page shouldn’t exceed 15 results.

U.2.4 The Use of Icons - Iconography
The Use of Icons (Iconography)

Guideline ID: U.2.4
Development Lifecycle Stage:
L0 Planning Design and Development L0 Deployment Operation

Website Service Category
Informative Website e-Services Website
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Icons serve as an important visual aid in any graphical communication. Their primary function
is to serve as a common visual language. Icons are the perfect way to support written content
with visual cues while adding interest to website design. Clever use of iconography directs
users to important content. When used correctly, icons can increase conversion rates and

improve page stay times.

Support Icons: These icons are meant to support the website content in a graphical way,
where the information icons do not replace the text. Support icons are used to:

o Draw attention to certain services, menus, or features.

o Enhance user experience on text-heavy pages: The use of small icons to
represent each paragraph of content gives a clue as to what the content is
about, allowing the users to scan the page and isolate information that is most
relevant to us. It also makes this section of the page more visually interesting.

o Display large amount of content, and group multiple items into a unique
interactive way. For example: Services categorization

o Emphasize a Call to Action: Icons and the placement of arrows entice the visitor
to click the call to action buttons.

RI= [ﬁq s

12

Imported Card Inquiry  Trade Brands Statistics Trade Names Inquiry

Figure 8 - Trade Services Support Icons
e Action Icons: These icons help users execute tasks easily and are familiar to users world-
wide. The icon itself represents the content, eliminating the need to support the icon

with any text. Clicking an action icon will perform the action the visitor has chosen.

Q@b a+ A A BDREOCOY

Figure 9 - Action Icons
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e [cons should be used with text-based content. Ideally, they should accurately represent
the content, indicating a function, or information to a user.

o Information Icons should have visible texts describing the icons” meanings.

o Action items should have Tooltips on mouse hover, mentioning the icon’s
function. For example: When mouse hover is on YouTube icon, a label should
dppear with the word "YouTube".

e Imprecise icons should be avoided, where conflict between the function and icon may

confuse the user.

Do - Precise icon

©

}“D

Online Registration

Don't - Imprecise icon

Onlme Registration

e Icons must follow a consistent style. For example: Commit round edges or sharp, light
border or bold, black and white or colored icons.

For example: The image below demonstrates 5 sets of uniform icons.

S 067 Q0@ FH O W
+1 00 6o mE «9]
% OA OO O B

Figure 10 - Icons Sets

AN
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e Excessive use of icons should be avoided, they support graphics and should not be used
to represent every piece of information on the site. Summarizing information into succinct
manner paragraphs, when pairing it with real life photography, is better.

e Unnecessary creativity in selecting icons should be avoided. Icons should be classic.

I Do - Classic, Simple Icon
D

I Don't - Complicated Icon

e Applying icon hover effect when mouse over the icon is preferable. The Icon hover effect
should be simple. Effects that contain motions like icon shake or flip should be avoided.
e Suitable Icons Formats:
o Scalable Vector Graphics (SVG), Portable Network Graphic (PNG).

o Font Awesome is preferable. For more information visit: www.fontawesome.com.

U.2.5 Images for Web

Images for Web

Guideline ID: U.2.5

Development Lifecycle Stage:

L0 Planning Design and Development L0 Deployment Operation

Website Service Category
Informative Website e-Services Website

Images on the website act as storytellers, allowing site visitors to visualize the content. In
addition, it gives the visitor the pleasant experience when browsing the website. Based on the

images' objective, website images can be categorized as below:
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Design images: Where images are used for decoration purposes to enhance the design
and website layout. For example: Website background images, pages header images,
etc. Removing the Design Images from the website will not affect the website
functionality or reduce the site visitors' understanding of the content.

Content Images: Images are the content or apart from it. For example: News images,
photo gallery, ad banner, etc..., where content images can't be eliminated from the
website. Images can consist of photographs, infographics, cartoons, GIFs or other visual

elements.

Use ALT values, where Alt tag is a text alternative to an image; it is meant to give an
image a description when it didn't load well. Moreover, it supports the image to appear in
the search engines search results. Alt tag in HTML is like: < img src="..." alt="describe
your image">.
All images used on the website for both design and content should be either copyrighted
to the government entity itself or free to use.
Compress all image files to reduce memory usage and speed the page loading time,
where:

o Images displayed at full width (Images that span the width of the page) should

be optimized to 150KB at maximum.

o Images in the content should be optimized to 40KB at maximum.
Low-resolution images should not be uploaded, and images should not be pixelated.
Stretching or shrinking images should be avoided. All images should be displayed in their

original dimensions' ratio.

Note: If non-text content is pure decoration, is used only for visual formatting, or is not presented to

users, then it is implemented in a way that it can be ignored by assistive technology.

U.2.6 Web Audio and Videos

Web Audio and Videos
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Guideline ID: U.2.6
Development Lifecycle Stage:

O  Planning Design and Development O  Deployment Operation

Website Service Category
Informative Website e-Services Website

Both Audio and video are a main component of the websites content, where it can be both

promotional and informative

e Itis highly recommended to provide captions and associated metadata for audio content

e Provide Pause, Stop functions

e Itis highly recommended that captions are provided for all prerecorded media content (Audio /
Video), except when the content is a media alternative for text and is clearly labeled as such

e A website must have a description for all prerecorded media content (Audio / Video), except
when the content is a media alternative for text and is clearly labeled as such

e Provide a mechanism that allows users to pause or stop audio, or to control its volume

independently from the system volume.

U.2.7 Web Forms

Guideline ID: U.2.7
Development Lifecycle Stage:

O Planning Design and Development U Deployment Operation

Website Service Category
Informative Website e-Services Website

A web form is a medium that allows the site visitors to get in contact and to submit
information or utilize available online services (through desktop or mobile websites), which in
turn should be processed. It is important that online forms available on the website are user-

friendly, easy to use, and simple. Below are guidelines for building forms:

Form Introduction:
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e Web forms pages should have a good title and a brief description about the form’s
purpose.

e [tis preferable to mention the approximate time needed to finish filling the form.

e Any pre-request documents or processes to complete the form should be clearly defined

to the site visitor before starting.
Form and Fields:

e The form should be kept simple; only the real needed information is asked for.

e The form should be keyboard-friendly, allowing visitors to move through it using the
keyboard.

e Stick to logical sequencing for the fields; follow a standard sequence for both fields and
value choices. For example: Credit-card number, Expiration date, Security code for fields
and a drop-down list of nationality in non-criminal service should start with Jordanian for
value choices.

o All fields that are mandatory should be clearly labeled or marked in a way that indicates
that these fields are required. (*) symbol is commonly used as a mandatory label.

e Required fields should be minimum.

e Give examples and tips for fields that might not be clear to the site visitor. For example: In
credit card data form, give the site visitor a hint where he can find CV'V code.

e Default values should be displayed wherever possible. This could be the last item selected
by the site visitor or in some cases, the most frequently selected item. For example:
Today's date for some date entry fields.

e Selectable pre-defined inputs should be provided where possible to minimize manual
data entry. For example: Drop down list and radio buttons.

e For any required numerical data, the type or unit should be clearly mentioned. For

example: JOD, Meters, etc.
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e [f the site visitor is required to enter a phone number, passport number, identity card or
credit card information, the format should be given with examples. For example: Phone
number O7XXXXXXXX.

e Wherever a specific data format is required, the format should be stated within or
adjacent to the field with an example. For example, DD-MM-YY or DD/MM/YYYY. Having
a calendar is optional.

e Fields that require attachments should indicate the following:

o The maximum acceptable size.

o The acceptable formats for attachments.
Submission:

e (Captchais a must, where no form can be submitted before it passes captcha.
e Submission and cancelation buttons should be clear.
e A confirmation message must be presented for the user after clicking the confirmation

button and perform final submission.

Do

Primary action buttons are obvious, while secondary action buttons noticeable but not
@ as prominent.

Don't
@ Emihasizini the cancel button with attractive colors.

In Arabic forms, submission button is on the right where in English forms, submission

@ button is on the left.
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e Upon submitting the form, the site visitor should get a confirmation message to notify the
visitor that the form is successfully submitted, and based on the forms business, the below
messages and functions are also applicable:

o Reference number for follow up purposes if case needed.

o Email or/and SMS should be sent to site visitors with details.

o Notification of the duration needed to complete the request should be provided.

o A facility to print the confirmation screen for future reference and use should be
provided.

e [tis preferable that the website redirects the visitor to the homepage after the form is

submitted to avoid confusion.

U.2.8 Animation

Guideline ID: U.2.8

Development Lifecycle Stage:

‘ O Planning Design and Development O Deployment Operation

Website Service Category
Informative Website e-Services Website

Website animation is an added value for both the design and content, below are guidelines

for using animations:

e Animation should be flash free; JavaScript and CSS coding should be used to add moving
elements to the site without overloading it.

e Animation should be simple; complicated animation that may overload the website and
distract the user should be avoided.

e Animating several elements at once should be avoided in order not to distract the user
with too much going on.

e Animation should be meaningful; random animation with no purpose should be avoided.
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e All animated items should move consistently; items with random direction should be
avoided.

e Duration and speed of the animation should be slow enough to give users the possibility
to notice the change, but at the same time quick enough not to cause waiting.

e The animation motion should be according to the visitors’ reading direction. For example:
The news ticker movement in Arabic should be from left to right, and in English from right
to left.

e The use of animation should be limited; animation is usually distracting and often irritating

to users of the website.

U.2.9 Web Design

Web Design

Guideline ID: U.2.9

Development Lifecycle Stage:

Ll Planning Design and Development L Deployment Ll Operation

Website Service Category
Informative Website e-Services Website

A website should be well designed and constructed to provide a good impression for the site visitor. It

must clearly reflect the identity of the entity and structure for the site visitor.

As a governmental entity, following the Jordan Government Website Design Kit (GWDK) is a must,

whereby the GWDK contains a ready to use template and components.

To download the Jordan Government Website Design Kit (GWDK), visit
www.modee.gov.jo

U.2.10 Web Analysis

Web Analysis

Guideline ID: U.2.10

Development Lifecycle Stage:

0 Planning Design and Development L Deployment Operation
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Website Service Category
Informative Website e-Services Website

To ensure the best value received to government websites audience, it's important to understand
their needs and their interaction behavior to achieve it, this can include having to look at website
analytics and heatmap data to identify areas of interest; conducting surveys or community focus

groups to solicit feedback directly from citizens

This part aims to improve the analytical capability of the governmental service and presence and act
as the go-to-community source for research and analysis within government websites to help

improve it

e The entity website should use data analytics tools to measure the website performance
e The entity website should have data analytics tool to learn more about end users' behavior

e The entity website should have analysis dashboard to help develop website statistics

Note: it's recommended to use google analytics tool as its powerful and effective in providing user

data insights and dashboards of statistics.
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Component 3: Content and Site Architecture

C.3.1 Sitemap

Guideline ID: C.3.1
Development Lifecycle Stage:

Planning Design and Development L Deployment L0 Operation

Website Service Category
Informative Website e-Services Website

A well-organized sitemap is a blueprint for a successful website, but only if it starts with a
solid information architecture (IA). It is essential to understand the users’ needs to create a

website that serves them.

The following are typical questions, which can assist in customizing the site for the respective

visitors:

e Who are the target audience(s) of the website?
e Does your website address their needs?
e What do you want the visitors to know, think, or do when they visit the site or after they

have left it?

The government website should contain the below pages as minimum, only if applicable:

Page Name- English Page Name —Arabic

About Us <dqg=ll> e
Welcome Message =il aelsll
Organization Structure ol Syl
Directorates byl
Ministers clyyoll

General Secretaries ogolell clioll
Service Guide Sloazdl s
e-Services auigySII Ol axl
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Forms Guide 2o ladl Ju>
Entity News eS|
Annual Reports giudl yylaill
Contact Us Ww Lol
Useful Links b3ua0 Iyl
FAQ 8,5t dltuwl
Sitemap =ogall doyy>

Table 5 - Government Website Minimum Content

Template of sitemap can be found below:

Sitemap — Arabic Template

42

lasY Lab)y

43

&3 iloglas S
gl Pl dlazs

S B3] Auilla)

dalaie et dxS_polis
gzt Jac dagihey

-

2.1 1.1
Agg ASIY Cleasdl [ <Agll> e —
22 12
Sl L [ Al At 4
23 13
— s Jo <elug i ||
Oilaasdl z3lai <1y gt taalt
2.4 14
Sy ilaglas 51 -
el ot Balazs [ | S <Osplsall stz —)
- . ¥l s Jtalt e
Ogalalt
15
Cibpaall —
16
un:}':zzhb&_‘,‘_n —
17 —
&3 Silaglan &1
igally dalats

Figure 11 - Sitemap Arabic Version
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Sitemap — English Template

1 2 4 5 5
Services and
Forms Up to 3 Main edia Cente Data Center
ltems Related to
21 the Entity 41 5.1
1.1 — E-Services Business News 1 Studies
— About Us
- 2.2 e
Services Guid 42 -
ervices Guide — st
1.2 Events Calendar SN
Welcome 33
Me:s:qe -~ - - e 53
. - Service Forms |
Any other i
M <Entity Informati
- 2.4
presidents> Relatad to the 54
For example: Any other Entity Services ]
Ministers Information Any other Data
Related to the the Entity I?leeds
B 14 Entity Services to Publish
<Entity CEOQ's>
Forexample:
General Secretory
15 . Main Menu ltem
Directories
- Secondary menu
1.6
Organizational
Structure
1.7
Any other
Information
Related to the
Entity it self

Figure 12 - Sitemap English Version
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C.3.2 Site Pages

Guideline ID: C.3.2
Development Lifecycle Stage:

Planning O Design and Development O Deployment Operation

Website Service Category
Informative Website e-Services Website

The way website content is categorized and presented is vital to enhance the user
experience. Due to that, every website should have its content categorized for the specific
targeted audience, and information should be organized reflecting the business processes

from the visitor perspective. There should be clear delineation in web-content between:

e Content for individuals.
e Content for businesses.

e Content for the public sector.

Informative Site Pages

Reading content from a screen is totally different than reading printed documents. The
website readers usually scan; they don't read the same way as reading a book. Due to that
the content should be written in a simple and precise way, in addition to writing brief
sentences, and clear headings with information distributed across the screen.

e 16 % of site visitors read word-by-word.

e Reading from computer screens is 25% slower than reading from paper.

e Web content should have 50% of the word count of its paper equivalent.

Informative page should consist of page title, headings, headlines, and content, as below:

Title 308l e
Heading Bl 1) g (aB ) ALaiBY) B ) 3 g
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Headline 8158 il g gena g BLES

L sl 535 5 VLtV gl 8 (5 La o oLl (30 )81 3 Jlee W1 30 5 5 el slaiB die | ) dgall a
A ) (o (S Al ) glae Tsass sy 5 ad e 6l sl Janiy Apalal) 3 gial) e e sladl)
Claaal) 5 pad 1 830 1 5 Asad 511 <l jlgall g Apad 1 Agiatl) Al s b slal) 038 5 ASLaall b Jlae ) 8ol yl5 a5l
e sl 5,150 J8 e Lele dasdl 5 pman dae Jb sl s das el Ganaian 5 il liaiall 5 408 ) 4L
ISV Aian e yal g a8y ghai e Jaall Alial o e Janip LS o alal] g Unill 5 5 A1 Ao Sl il 3al)

M\)J\.&Aﬂa&w‘))ﬂ_

Content

Headline 4 a sl addl)

DA MY Galed) Gunl) e slaie Vg due guia sall calad e g yad s dandl 8 il il jladll ikl digal) @
Jandl 35 500l 5 agall 5 8ol Cavny (il sall gl shaill lawa g caslial) @

oAl SIS ey Lay s 515 sl Ciluslans s lilee 5 Gl ja) 8 Allaall aalia 5iki cAllae)l o

bl & jlat (ol cind e Al g asa Ll) AU gal) Adabial) p2iioni 5 4381881 5 Guall juleas o 5l cdal i) o

Tl i) Ledlal s Ll 550350 Ay Gaiadl a5 3 S Tas Jani 13l 250 Janll @

e gkt g JSLaal) Jal 3 Siva g saa 3y e Ladls Gaa - K01 53 palal @

Content

Headline dslaal) B Baly M g (oaB ) SLalBY) Apali glaa

b e e et 1o Janll I3 (o ALl 8 5 5 S s 515 203
5 A ) 5 1 St ga) sl syl B g

ged Y ilasil) Juadl apos el I cilasal

(i3 ) Al el a1 g 1 5 A Al 5125 el adi i U s

i Rl BT 3 A1 0 ) )y AR ad) i

T A AN an 3l s sadl Aaidlall i gl Risgs rAmaiaall s Apad I 334

Content

s N e

Figure 13 - About Us Example

Page Title: Page title is what describes the web page content for visitors.

e Page titles must properly describe the webpage content, in comprehensive and brief
words. For example: About Us, Contact Us, Organization Structure, etc.

e Page title should be equal to tab title, knowing that tab title should be formatted “Page
Title — Website name “. For example, About Us- Ministry of Digital Economy and
Entrepreneurship,.6o0 Jly (nas il slais Ul 6)li9 — 8)lig/] e
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Don't
® Substring Page ftitle.

Heading: The heading should be a meaningful sentence that describes the overall page

content.

e Each page should include only one heading.

e The heading should be a short sentence not exceeding 10 words.
Headline: Headline is the meaningful sentence that describes a specific part of the page.

e Headlines should be added to the content to describe the upcoming part of the content.
e In English, headlines should be in title case format, where the first letter of each word is
capitalized, except the coordinating conjunctions (and, but, or, nor, for, etc.) and

prepositions of four or fewer letters (with, to, at, and so on).
Content: This part describes the main point of the article in detail.

e |tis preferable to start with a conclusion even if it is just a short line.

e The content shouldn't be crowded, studies concluded that site visitors enjoy page
whiteness.

e Paragraph line spaces should be between 1.5px to 3.0px depending on the website font
type.

e Spacing between different paragraphs should be between 3px to 5px depending on the
website font type.

e Text alignment should be from “left to right” for English content and from right to left for
Arabic content.

e Text Justification should be avoided.

I @ ltalic and underlined text should be avoided.
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e Information should be presented to a third-party. For example: Instead of saying “We will
manage the process’, say "The Ministry of Digital Economy will manage the process".

e Images and icons can be used to simplify text complexity.

e The content should be free of spelling and grammar mistakes.

e Use consistent style in page content in both formatting and context.

e The date format used in the website should be: dd/mm/yyyy.

e Content should be present, accurate, and up to-date.

e Content of the website should be logically organized and predictable.

e Idioms and Language parts which is different than the (selected language) should be
explained within the content.

e Printer-friendly version is a must, which prints content formatted correctly on the

hardcopy with page numbers and clear presentation.

Visitors should be able to rate any content throughout the website using the five-star

rating system. * * *

I @ If the content contains external links, they should be opened in a new tab.

List

A list page is the page that provides meaningful grouping for data and information, where
the data might be downloadable files, URLs, and Informative Site pages. For example: List of

news, list of services, list of annual reports.
Search and Filtration:

e Search functionality should be added if the number of list items exceeds 20 items.
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Search can be by name, date, type ... etc.

Search in Arabic should neglect special letters.

Search in English should be case insensitive.

Search to list items should be by name, date ... etc., depending on the list content.

If the data structure requires adding categories to list items, it should be added according
to the website visitor's point of view. For example: Categorize in terms of visitor's types.
Don't categorize in terms of service location.

If the data structure requires adding sub-categories to list items, the default value should

be “View All “.

List Items:

The list titles should be clear.

ltem title shouldn't exceed 70 characters.

ltems should be clickable if they are linked.

Titles shouldn't be sub-stringed, show the whole written title.

It is preferable to have a brief under the list title.

Links to item details should be clear using the term (view or read more).

If the item is a downloadable file, document type and size should be mentioned.

List items should be sorted according to specific order based on its content. For example:

priority, date, alphabetical, etc.

Services Guide

Services is one of the main interests for the website visitors. The Service Guide objective is to

provide a data repository for all services provided by the entity.

Categorization: Service should be categorized from the site visitor point of view. For example:

Categorize in terms of service type. Don't categorize in terms of department that provides the

service.

Limited Distribution Page 57 of 100



Ministry of Digital Economy and Entrepreneurship

Search:

Search functionality should be added if the number of services exceeds 10 items.
Search by name should be added.

Search in Arabic should neglect special letters.

Search in English should be case insensitive.

Search for list items should be by name, date ... etc., based on the services’ business.
If the data structure for the services requires adding categories, it should be added
according to the visitor's point of view.

If the data structure requires adding sub-categories to the services, the default value

should be “View All “.

Service Card: The Service card should contain the below information as minimum:

Name: The name of the service should be self-explanatory.

Description: Brief description about the service; by reading this brief, the site visitor should
know if this service is the one needed.

Requirements: The requirements that the site visitor needs to provide in order to get
served. For example: Identity documents, ownership papers, etc.

Procedures: List of steps indicating the service process; steps description should be clear
and sequenced.

Needed Forms: If services require submitting forms, this item should provide access in a
download PDF file option.

Expected Completion Time: This item should provide the expected average time to
complete the service.

Fees: Fees of the service should be available covering all cases when different fees might
be required depending on certain conditions.

Centers: Physical locations that provide the service.
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e E-service Option: If the service is available online, the page should display a “get it online”

option.
Branches Guide

For governmental entities that have branches, each entity should provide the site visitors with
helpful information on each branch, such as location and contact details. Such information
about the branches should be available on the website to accommodate the customer’s

needs and expectations.
Categorization and Search:

e Enable search by branch name if applicable.

e Add categorization based on location.
Results:

e The search results should display each branch name, city, and service region.
e C(licking on a certain item should lead the visitor to the branch card page that provides:
o Name.
o Location: Location description with map URL.
o Services Provided.
o Contact Information.
o Working Hours.

o Branch Service Region.

C.3.3 Downloadable Files

Downloadable Files

Guideline ID: C.3.3
Development Lifecycle Stage:

0 Planning L0 Design and Development 00 Deployment Operation

Website Service Category
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‘ Informative Website e-Services Website

Governmental entities” websites should offer download links for files in order to provide

complete information to the visitors and satisfy their needs.

e The file name should be understandable and clear.

e The file formation must be mentioned. For example: PFD, Word, Excel.

e File size should be mentioned, where files should be optimized to be minimum.

e Downloadable file URL should have its words separated with underscores instead of
spaces.

e The phrase “download” " Jwe=s “should be clear and placed properly.

e [tis preferable to avoid having files which require purchasing licensed software. For
example: MS Word, MS Excel, MS PowerPoint.

e Files Reader Applications should be available on the website's footer.

C.3.4 Contact Information

Contact Information

Guideline ID: C.3.4

Development Lifecycle Stage:

Planning L Design and Development I Deployment Operation

Website Service Category
Informative Website e-Services Website

A website should provide full contact details for the government entity, in case the customer
wants to get in contact with the entity. Several types of contact information should be

available on the website to accommodate the customer’s needs and expectations.

Headquarter Contact Information:

e Phone Numbers; make sure to follow 00962-X-XXXXXXX.

e Fax Numbers; make sure to follow 00962 -X-XXXXXXX.
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e P.O.Box Address.
e Contact Email.

e Location Description.
Location Map

e Location should be well pinned on Google Maps.
I @ Use Google Maps. Don't use images for the location.

Contact Us form
e The contact us form should include the blow filed as minimum:
o Type (optional), it should be dropdown list contains all possibility based on the
entity business. For example, Suggestion, complaint, information request, etc.
o Subject.
o Name.
o Phone number.
o Email.
o Details.

e A confirmation message should be viewed when a form is submitted.

National Call Center Numbers: National call center numbers must be mentioned in the
contact us page.

Branches Directory: The branches directory page should be linked to the contact us page.
Working Hours: Working hours must be mentioned in the contact us page.

Social Media Channel: Social media channels must be listed in the contact us page.

C.3.5 Cross Government Information

Cross Government Information
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Guideline ID: C.3.5
Development Lifecycle Stage:

O  Planning O  Design and Development O Deployment Operation

Website Service Category
Informative Website e-Services Website

The cross-government information is content that all government entities should have in their
website. Once this document is released, all government entities should have the below

information on their websites.

Amman Message Website Place the Amman Message Logo at the website footer.

Redirect the users to www.ammanmessage.com

Human Rights National Plan | Have the plan as a PDF document accessible from the website footer.
The Right to Obtain The form must be placed on the website.

Information Form

watb o)l Joludl digao Have the PDF document accessible from the website footer.
o (niogS> Place the Logo on the website footer.

g pSIVI dogSal dlg Redirect the users to https://jordan.gov.jo

oSieazu Place the Logo on the website footer.

Redirect the users to https://jordan.gov.jo/wps/portal/Home/CMU?lang=ar

Table 6- Cross Government Information

C.3.6 FAQ
FAQ
Guideline ID: C.3.6

Development Lifecycle Stage:

Planning Design and Development [0 Deployment Operation

Website Service Category
Informative Website e-Services Website
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FAQ is an abbreviation for “Frequently Asked Questions”. It refers to a website page that
provides answers to a list of typical questions that users might ask regarding a particular

subject.
e FAQ links should be available at the secondary menu in a consistent location.
e The question should be clear. It is preferable to use short questions.

e Website can provide FAQ listed in categories. For example: Digital transformation

questions, entrepreneurship.

e A facility to ask a new question should be available in case the user’s request is not

fulfilled.

C.3.7 Website Policies

Website Policies

Guideline ID: C.3.7
Development Lifecycle Stage:
0 Planning L1 Design and Development L Deployment Operation

Website Service Category
Informative Website e-Services Website

Government entities should place their Policies Information on the website in the footer

section throughout all website pages.

Privacy Policy

e The Privacy Policy should be linked in the website footer.

e Below is a Privacy Policy template in both Arabic and English.
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Privacy Policy — Arabic Template

dwogazll dwluw

Ul (agysdil gsgall Hloy pe dwozt Slogleo gax Loy polAdl (ugySIVl gsgelly "dg=l aul” 0gas \
logleall 0ia &)lire gogall yilj Lzl 15]

e ol 6plie a8k @ cayyeill Ll og rmnbs pasuin slet Ologleo ‘duazuill loglesll
Slol ol (bilell assg ¢ dnzuiy dsleiall Sl ey (b Lo LglSit ol yrms oS Lago dpilio

03>lgy

36 ol Brislia 8191 J7 nsbs posuin lati Slogleo of Wl T dwbusd! duazll bl
Glev Ol ol of dill alisise of duwlul wlelasil gl T (e Ju gl dsye of abal le 8rilio
s of (0 gull) dgidl dionay ol vzl of adasll of dysuuzdl of asuall aillsy of Glall assg)
ol Lgtlutse] IS 1] b Loyliic] Gulzall 138 Sbly ol gl Slogleo ol gl polsd alizll glgul
lgy sumall Gazunll o @l lgelizaml cgu

Sl Congy dasuid! GUl! dxdles @lan Lo dallie ol @ o o) dwlull 0ia ol 358 ol 5g)
dnazaidl SULl 8yl b dogSxll olell azgill zo

sz V8Ll abg Slxaall 9)ljg 8l3)l logl Jto pazdl Vg el Juww e atunill Ologleo o
g5gall olaziwl ansi Sble) Slogleall 0ia elaziwl "dg=ll auwl” J §2ug dnozut Ologleo

038 duogosdl dwlw banb e @olyr Ul «igpSIVl gogall 1o plizinly ginuzig

Slgllg 5ol V] 1giS)lise ey Vg ol dpogasu gogall 83g3all Sl graz 2o Jolsill oy
8ibolise @) s Olgually Slwllly SlilosVl dizly Sloazdl aniar bls) bhas ag) 2 naal
aprall gogall lo) &slge you i syl ol ] Slosluall oda Jai ol/g zu gl/s

Sluylao ye lgidggue (v "dgll aul” pls aleg iduzyls gslgal baulg) e gogall i iz

odgySlyl lgmsge pe dz)ls dungns

ooy o jleanl Sl pasi g9 duogasdl dwlw tle yuss sl o] g0 "ag=dl gl basis
lasle s Log Syl 03 e solog s 15 1y awlo wmiayIVl gbgall il plasciad

ol olelyll gley Lo JS o udaill dzls Gulgall (o g drennlll dpsy Ul dSlaall ulss (oS5
Joill Lo dsaislgll sy Ul @laall pSle pars LS oaio syl gosall s plisil iz oo L
Lo cullg olelydl el (s
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2022 / - / - awbudl e cusso 5l )b

Privacy Policy — English Template

Privacy Policy

"Entity Name" and its website doesn't collect personal information about the visitors of the

website unless the visitor selects to share this information.

Personal information: All information related to a person that would identify him directly or
indirectly, regardless of its source or form, including data related to his person, family
status, or place.

Sensitive personal data: any data or information related to a person that directly or
indirectly indicates his origin or race or indicates his opinions, political affiliations, religious
beliefs, or any data related to his financial status, health, physical, mental or genetic
condition, or his biometric fingerprint or his criminal record, or any information or any data
that the Board decides to consider sensitive. If its disclosure or misuse causes harm to the
person concerned.

We would like to confirm that this policy will not address any violation related to the
processing of personal data with the aim of consistency with the government's general

approach in managing personal data.

Browser information, including but not limited to visit duration, page visits, and country of
visit are not considered personal information. “Entity Name” may use this information for
the purpose of evaluating and improving the use of the website. By using this website, you

agree to the terms of this Privacy Policy.

All data provided to the website shall be strictly confidential and shall only be shared by

authorized individuals and entities for the purpose of providing services, and conducting
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statistics, studies, and surveys. This information shall not be shared, sold and/or transmitted

to any third party without the prior consent of the visitors of the website.

This website contains links to external websites and therefore “Entity Name” disclaims

responsibility for privacy practices outside its website.

"Entity Name” reserves the right to make any changes to the Privacy Policy without giving
any prior notice. As the visitor continues to use the website, he/she has accepted and

agreed to these changes and their consequences.

Only the laws of the Hashemite Kingdom of Jordan shall be applicable in all matters
relating to disputes arising from the use of this website. The courts of the Hashemite
Kingdom of Jordan shall have exclusive jurisdiction to investigate and decide on such

disputes.

Copyrights

e Copyrights should be linked in the website footer.

e Below is a Copyrights template in both Arabic and English.

Copyrights — Arabic Template

il guuill g5
seally Sloguplly pogail) ozl V Jiell duw e (sigySil gogell Glgize groz piss
oo ildell 3> dlax ols izges drazeg (gl punl) J Blo wisall Blaleg kulgylly wlalelly
adgall Lol izgayg aillamig 1992 ole) 22 a8y o)Vl
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oo Loy oliall jral (dgal annl) s

21 ozl gl osuidl olasiwM §yguinio Slogleo sV dcldall gl/g eMbI ol/g Ly .1
b e pohels duuwgall
L @dg0ll le Sloglall 3979 oSlol Lile W85 agudge e ks gy 2
2o d LoVl JSuilbg Jiretll yeo nidl oty ol bt Slogleall o dapuy clizl pii ssle] 3
Mgl awol” Slogleall 030 jaume (] zusly JSuin 8Ll 895
il JA5 oo "dgadl” adblie (zp 0Mel dxagall Sblall ps) elaiziwlll dsls sgzg dls o
ehsiwll go o1g)l aragis aglinall Glogleall 110 8550 blelyo zo 0Ll gl
"dg=l plgic
2022 / - / - awlud! (e cuaso y5 1 q)l

Copyrights — English template

Copyrights

All contents of the website, including but not limited to texts, graphics, images, files, links,
and audio files are the property of (Entity Name) and are protected by the Copyright
Protection Law of Jordan No. 22 of 1992 and its Amendments, and by international
agreements.

(Entity name) allows third parties to:

1. Download, access, and/or print any information published for personal or in-house use
and for non-commercial purposes.

2. Place links on their website indicating the location of the information on the website.

3. Republish minor parts of the information, provided that the publication is done without
modification and in the original form, with the need to clearly indicate the source of this

information “Entity Name".
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If there is a need for use other than the above objectives, please address the "Entity"
through the address below, considering the need to specify the required information and
clarify the purpose of use.

"Entity Address

Copyrights Statement

e Copyrights Statement should be mentioned in the website footer.

e Below is the Copyrights Statement template in both Arabic and English.

Copyrights Statement — Arabic template

<dg=ll awl> <adlHl awdl > © dbgaxo §goxl Ria>

Copyrights Statement — English template

All Rights Reserved © < Current Year >. <Entity Name>.

Terms of Use

e Terms of Use should be linked in the website footer.

e Below is a Terms of Use template in both Arabic and English.

Terms of Use — Arabic template

olosiw)| bbg nis

phtul clgi] ol/g gio ol/s oles] "agall" J s ol ez csle igySIY gasall plaxiul Aclss Gilais
slaze M) ge s Oluol Sysgr Jbo o ol acleall Sl als o gl Sgam Jo (b rorimall 151 e gogall
ozl aclgsy bog i callsg il 46 resziuall a5 oL

e s Jaiing gsgall dlax) lgy Jsasmall aclsally Olelz)l lgul dglno of lguil gssall yloj e g
il Jlac Yl sl N Jliodl Juw
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o0 ¥ olws gl wols e Jgzall ol woazimall 1ig) lgauass vosy V ol SUll ol Jgogll e
)l Jgz )b ool
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8 riolio aiiwg alizdly dwsell dgguiall callioll (oys Swidl gl oladll Slguly plazmwll sclgs dallse o
Tolos Lgws ol da>\og OISlguVlg Olallxell 03 Jis sle ol 16 sl SVl (o guad!

OIS i 6V doazdl o glaiil of clol cqun ol doazdl 5352 (r6 3y ol jzU ol e Agguro e " dgll " o)
wogasll lig "dgll" 1o d ddlas ol paziuel! i,

2022 / - / - awluadl e cuaso 3T &)l

Terms of Use — English Template

Terms of Use
The Terms of Use of the website shall apply to all visitors. The “Entity” reserves the right to
suspend, prevent, and/or terminate the use of the website by any user in the case of any
violation of these terms, or in case there are good reasons to believe that a user has
violated the Terms and Conditions.
Visitors to the website shall not violate or attempt to violate the applicable procedures and
regulations for protecting the website, which includes, but are not limited to:

e Accessing data not intended for the user or logging into a server or an account

which the user is not authorized to access.
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e Attempting to test, scan or probe the vulnerability of the system or network or to
breach security or authentication measures without proper authorization.

e Attempting to interfere with the services provided to any user, host or network,
including but not limited to submitting a virus to the website, overloading,
“flooding”, “mail-bombing” or “crashing” the website.

Violation of these Terms of Use and breaching the system or network may result in civil or
criminal liability. Occurrences of such violations and breaches shall be investigated, and
users who are involved in such violations may be legally prosecuted.

The "Entity” shall not be responsible for any delay, poor quality of service, or poor

performance or interruption of the service for any reason, and the user shall drop any

claim against the “Entity” in this regard.

Disclaimer

e Disclaimer should be linked in the website footer.

e Below is a Disclaimer template in both Arabic and English.

Disclaimer — Arabic template
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Disclaimer — English Template

Disclaimer

Although the entity makes the necessary efforts to consider the accuracy of the published
information and the speed of updating it on the website, it shall not guarantee, shall not
assume any legal liability based on the accuracy, comprehensiveness, and/or form of the
published information, and shall not bear any consequences for any losses resulting from
the dependency on this information.

Although the “Entity” makes the necessary effort to maintain the operation of its website,
there may be occasional interruptions and/or slowness of the services of the website for
reasons beyond the control of the “Entity”, in this case, the "Entity" shall not assume any
legal liabilities and/or consequential losses.

Links on the website that redirect users to other sites are not included in this Policy, and
the "Entity" shall not assume any legal liability resulting from the redirection to these

websites.

This policy was Last updated: -/-/ 2022

Accessibility

This policy is aimed at ensuring that people with disabilities have equal access to the technologies that

can enrich their lives.

Accessibility— Arabic template
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Accessibility — English Template

Accessibility Policy

The policy is aimed at ensuring that people with disabilities have equal access to the technologies that can
enrich their lives, and covers a range of e-Accessibility issues, including digital content, website functions,

media, services, access to assistive technologies and digital components.

Accessibility is for the intended audience's convenience; it allows making a sense of users with disability
related to the use of digital functions, where this website applies number of accessibility standards and
techniques based on the Jordan Government Website Standards which is meant to cover WCAG 2.1. Number
of features were added to this website to provide the needed assistance to those categories, among those
features:

Site map
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The website follows the Jordan Government Website Standards to maintain the structure of web content and
navigation as easy as possible. This makes browsing and information and services accessing more user-
friendly.

Zoom Function

This website supports the browser 'Zoom' options to zoom in and enlarge the font size to help users with
difficulties in reading a text or viewing images. Alternatively, you can press the Ctrl and + keys to zoom in or
Ctrl and - keys to zoom out. Pressing the Ctrl and the number 0 keys resets the default screen size.

Responsive View
This website design is optimized / responsive for different screen sizes such as mobile phones, tablets,
desktops, and TVs where it can be best viewed for screens with size 768 x 1366.

Change Text Size
This website provides users that have trouble reading text, with feature to enlarge or reduce font size by
clicking on the A+ or A-icons at the top of the webpage.

Change Color Function

For users who have difficulties in reading text against a certain color background, the website offers number
of color schemes that controls components colors and make it significantly easier to read and reduce eye
strain for color blind and visually impaired users.

Keyboard support
The website can be browsed using a keyboard by pressing the Tab, Shift and Enter keys.

Scroll up button
The website has a scroll up button to go to the top of the page at the click of a button.

Non-text content

Images and non-textual content must be provided with alternative text in Arabic or the intended language.
Audio only, video only (pre-recorded)

Alternative information should be provided equivalent to the audiovisual content, depending on the
disability.

Captions (pre-recorded)

In pre-recorded audio or video, captions are provided in the preferred language (Arabic is the default
language)

Direction

The user must be able to select a portrait or landscape orientation.

Color use

Color should be used for decoration and conveying information.

Voice control

Limited Distribution Page 74 of 100



Ministry of Digital Economy and Entrepreneurship

The user must be able if it continues for more than three seconds (stop, pause, volume control).
contrast (minimum)

Provides minimum (4.5:1) contrast for viewable text elements (text and text images).

Change the text size

Enlargement of text to 200 percent should be provided where appropriate, without losing any information.
Non-text contrast

For user interface and graphics components.

pause, stop, hide

The user must be able to stop, pause or hide the moving, flashing or scrolling content.

Three flashes or less

You should avoid using more than three flashes per second for any content.

keyboard trap

The keyboard should not be locked to any part of the page (navigation into the page, navigation out).
Timing adjustment

Users can set time limits or be prompted to do so using speech, text, or voice.

Error prevention

The user must be able to undo or cancel any wrong actions and ensure the ability to correct errors.

This policy was Last updated: -/-/ 2022

Cookies Policy

Cookies are small files that a website sends to users’ devices to track their online behavior; thus,
cookies assist in processing users' personal data. Cookies are used by web developers to help users

navigate their websites efficiently and perform certain functions.

Cookies Policy— Arabic template
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Cookies Policy — English Template
Cookies Polic
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“Entity Name” is committed to being fully transparent and provide users with the necessary
information about the use of cookies when visiting its website.

What are Cookies

Cookies are text files that are downloaded to the visitor's computer or mobile device when you visit
a website and store certain information about Site usage. They are useful because they allow
websites to recognize a user’s device. They are then returned to the original website on each

subsequent visit or to any other website that recognizes them.

Types of information collected and reasons for collection

In order to make site visitors journey within the website as pleasant, as functional, and as practical
as possible, this website saves a certain amount of data to visitors’ device to optimize and improve
visitors’ experience when browsing and using it. Where below are examples of information types
that may be collected through cookies:

e Analytical Cookies, namely Google Analytics cookies, such as the number of users visiting the
site, the frequency with which the website was viewed, the pages viewed, the clicks made
on the website and the total duration of navigation on it,

e Cookies of website preferences in visitors’ devices such as website loading performance,
sizing preferences, language, and more

e Cookies of visitors’ personal data that was voluntarily provided during visitor’s interaction

with the website components.

Cookies Storing Duration
The duration of cookies storage on site visitors’ device may vary, depending on the category to

which a cookie file belongs to ensure that the site works properly

Cookies Message
By visiting and using this website, a message to agree on the use of cookies will appear to the site
visitor, with the option to also have it blocked, while still being able to browse the website, but

some of the options will no longer be available.

Cookies Notice
The site visitors should be aware that this website cookies policies are subject to changes and
updates at any time without providing prior notification and should revisit this Cookies Policy section

regularly to stay informed about the use of cookies.

This policy was Last updated: -/-/ 2022
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C.3.8 Content Management System

Content Management System

Guideline ID: C.3.8
Development Lifecycle Stage:

Planning Design and Development Deployment Operation
Website Service Category

Informative Website e-Services Website

Each government entity should support its website with a Content Management System

(CMS) for management and administration.

e The CMS should be user-friendly, enabling non-technical users to carry out
administrative tasks.

e Ability to create unlimited number of users and groups.

e The CMS must support creating user roles and privileges, in terms of what pages can
be controlled and what actions can be done on a page.

e The CMS must support creating workflows.

e The CMS must support content versions.

e Ability to schedule content.

e Administration transactions must be logged.

e The CMS should carry out an SEO Module.

e The CMS should support multi-language websites.

e The CMS should provide out of the box modules such as news, calendar, etc...

e The CMS should comply with the Website Security Guidelines mentioned in section 7,

wherever the guidelines comply.
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Component 4: Responsive Web Design

Due to smart devices' quick evolution with varying screen sizes and resolutions, all
government websites should be designed in a responsive manner. Responsive Web Design is
about using HTML and CSS to automatically resize, hide, shrink, or enlarge a website to make

it look good on all devices (desktops, tablets, and phones).

Desktop Laptop Tablet Mobile

Figure 14 - Responsive Web Design

Responsive sites use fluid grids. All page elements are sized by proportion, rather than pixels.
For example, if there is a three columns page, it is not exactly how wide each should be, but
rather how wide each should be in relation to the other columns. Column 1 should take up half

the page, column 2 should take up 30%, and column 3 should take up 20%.

Responsive Web Design can be archived through Bootstrap, W3.CSS, Material Design,
PureCSS, Materialize, etc.
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R.4.1 Design for Mobile

Design for Mobile

Guideline ID: R.4.1
Development Lifecycle Stage:
Planning Design and Development Deployment Operation

Website Service Category
Informative Website e-Services Website

Website Pages: When using Responsive Web Design, the design should be for the content,

where the page should show components based on priorities.

Wide Viewport Narrow Viewport
Headline Name Headline
Age ° Text
° Text . Text
e Text Tel. o Text
° Text
Question Name
° Answer Age
° Answer
e  Answer > Tel.
Headline Question

(] Answer
(] Answer
(] Answer

Why

>

Headline

Why

Figure 15 - Standards and Responsive Website Pages

Logo:
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e Logo should be designed with responsive frameworks and variable sizes; it should be able
to resize itself to fit whatever available space has been provided for it without stretching.

Do

Re

©

sponsive Logo

QD

L

&

Don't

@ Stretched Logo
0
®

e [tis preferable to have the logo centered in the middle of the mobile design header.
e Text thatis part of a logo or brand name are considered essential and should be treated

as part of the logo.
Menu:

e The switch language button should be placed at the header of the mobile design. It
shouldn't be placed on the menu.

e In mobile design, the menus should be changed in style to a hamburger menu. As below:

Menu Name Mobile Menu

Main Menu E

Secondary Menu

Table 7- Mobile Menus

e Secondary Menu can be removed, where all its items are moved to the Main Hamburger
Menu.

e In Arabic and English, the main menu should be placed on the right-side of the mobile

design header and the secondary menu should be placed on the left-side.
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e The menu placement should appear on all pages in a constant location.
Search:

e Site search should appear in a clear location at the mobile design header. Site search
should not be placed on the menus.

e Site search should appear on all pages in a constant location.
Images:

e Unnecessary images that might distract the site visitor should be removed.
e Images should not be stretched or shrunk. All images should be displayed in their original

dimension’s ratio.

Do
Original Image

Not Accepted
Stretched Image
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e Design images which is used for decoration purposes can be removed, resized, or

cropped to enhance the design and website layout.

Accepted
Original Image

Accepted
Resized

Accepted
Cropped

e Content images that are part of the content should be either resized or replaced with

another image that is suitable for mobile web view. Cropping is forbidden.
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Accepted
Original Image

Accepted
Resized Image

Not Accepted
Cropped Image

Buttons:

e Buttons need to be large enough to be
tapped with a finger. Make sure you keep
enough space between buttons for
accurate clicking.

e Follow Thumb-Zone Rule stating that
when locating buttons, avoid corners: It is

hard to reach those places while holding a

Limited Distribution
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mobile device. The reach decreases Figure 14: Thumb-Zone Rule
further as the screen size becomes larger.

The most important elements and

clickable buttons should be placed toward

the middle of the screen.

R.4.2 Content

Guideline ID: R.4.2

Development Lifecycle Stage:
] Planning Design and Development 0 Deployment Operation

Website Service Category
Informative Website e-Services Website

Moving from multiple columns for large screen displays to a single column layout for very
small screens is a typical trait of responsive sites, but layout change doesn't stop with

columns. Different layouts will require different content approaches.

e Breadcrumbs should be removed from all pages.

e Page content should be focusing on the content itself in order not to distract the site
visitor with page'’s side menus and ads banners. Side menus and ads banners should be
removed from the mobile web display.

e For more text readability, empty spaces should be increased.
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Component 5: Website Security

To secure a website, you should secure the website application itself, infrastructure, and

connectivity. This standard document focuses on the minimum requirements of website

application security only, whereby complying with these requirements is a must.

When applying and configuring a good website security, it will protect both the entity and the

site visitor as below:

T
EhIE

Government Entity

e DDoS attacks: DDoS can slow or crash
the site entirely.

e Malware Protection: Malwares can be
used to steal sensitive data, distribute
spam, allow cybercriminals to access
your site, and more.

e Blacklisting: The website may remove
search engine results due to malwares.

e Vulnerability Exploits: Cybercriminals can
access a site and data stored on it by
exploiting weak areas in a site, like an
outdated plugin.

e Defacement: This attack replaces your
website's content with malicious content.

-

Site Visitor

Steal Data: Like account and payment
information. Cybercriminals frequently
go after visitor or customer data stored
on a site.

Phishing Schemes: Some attacks take
the form of web pages that look
legitimate but are designed to trick the
user into providing sensitive information.
Session Hijacking: Cyber-attacks can
take over a user's session and force
them to take unwanted actions on a site.
Malicious Redirects: Certain attacks can
redirect visitors from the site they
intended to visit to a malicious website.
SEO Spam: Unusual links, pages, and
comments can be put on a site to
confuse the site visitors and drive traffic
to malicious websites.

Table 8 - Website Security
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Based on the Ministry of Digital Economy and Entrepreneurship security standards, all
websites should undergo a vulnerability assessment on an annual basis. Remediation of
security findings should be reflected on the website to ensure it is secure.

Entities should make sure to update their websites to comply with any future security
technical guidelines that may be issued by the Ministry of Digital Economy and

Entrepreneurship.

WS.5.1 OWASP Top 10

OWASP Top 10

Guideline ID: WS.5.1

Development Lifecycle Stage:

O Planning Design and Development Deployment Operation

Website Service Category
Informative Website e-Services Website

The website should be protected and secured, against OWASP Top 10, where the OWASP Top
10 is a regularly updated report outlining security concerns for web application security,

focusing on the 10 most critical risks.

Before release, the developed website should go under penetration test against OWASP Top

10. All discovered vulnerabilities of impact on business should be treated.

Websites should be tested at least annually, for security vulnerabilities, the frequency of testing
should be decided before launch. All discovered vulnerabilities of impact on business should

be treated.

The OWASP report has been put together by a team of security experts from all over the world.

According to OWASP Top 10 2021 report, below are the main security risks:

Limited Distribution Page 87 of 100



Ministry of Digital Economy and Entrepreneurship

The Open Web Application Security Project (OWASP) is a worldwide not-for-profit
charitable organization focused on improving the security of software. For more

information visit: https://www.owasp.org

For a technical and in-depth look at the OWASP Top 10 and how to prevent them, visit:
https://owasp.orq/Topl0/

1. Broken Access Control: Access control enforces policy such that users cannot act
outside of their intended permissions. Failures typically lead to unauthorized
information disclosure, modification, or destruction of all data or performing a

business function outside the user's limits.

2. Cryptographic Failures: the website should protect sensitive data such as financial
information and passwords. One popular method for stealing sensitive information is

using a man-in-the-middle attack.

3. Injection: Injection attacks happen when untrusted data is sent to a code interpreter
through a form input or some other data submission to a web application. For
example: An attacker could enter SQL database code into a form that expects a
plaintext username. If that form input is not properly secured, this will result in that

SQL code being executed. This is known as an SQL injection attack.

4. Insecure Design: is a broad category representing different weaknesses, expressed as

"missing or ineffective control design.”

5. Security Misconfiguration: Security misconfiguration is the most common vulnerability
on the list and is often the result of using default configurations or displaying

excessively verbose errors.
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6. Vulnerable and Outdated Components: This threat occurs when using components
such as libraries and frameworks form untrusted Component developers or not

updating the components.

7. ldentification and Authentication Failures: Confirmation of the user's identity,
authentication, and session management is critical to protect against authentication-

related attacks. There may be authentication weaknesses if the application:

e Permits automated attacks such as credential stuffing, where the attacker has a list of

valid usernames and passwords.
e Permits brute force or other automated attacks.

e Permits default, weak, or well-known passwords, such as "Password1" or

"admin/admin".

e Uses weak or ineffective credential recovery and forgot-password processes, such as

"knowledge-based answers," which cannot be made safe.
e Uses plain text, encrypted, or weakly hashed passwords data stores
e Has missing or ineffective multi-factor authentication.
e Exposes session identifier in the URL.
e Reuse session identifier after successful login.

e Does not correctly invalidate Session IDs. User sessions or authentication tokens
(mainly single sign-on (SSO) tokens) aren't properly invalidated during logout or a

period of inactivity.

8. Software and data integrity failures: it is related to code and infrastructure that does
not protect against integrity violations. An example of this is where an application

relies upon plugins, libraries, or modules from untrusted sources, repositories, and
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content delivery networks (CDNs). An insecure CI/CD pipeline can introduce the
potential for unauthorized access, malicious code, or system compromise. Lastly,
many applications now include auto-update functionality, where updates are
downloaded without sufficient integrity verification and applied to the previously
trusted application. Attackers could potentially upload their own updates to be
distributed and run on all installations. Another example is where objects or data are
encoded or serialized into a structure that an attacker can see and modify is

vulnerable to insecure deserialization.

9. Security Logging and Monitoring Failures: this category is to help detect, escalate, and
respond to active breaches. Without logging and monitoring, breaches cannot be

detected.

10. Server-Side Request Forgery (SSRF) - SRF flaws occur whenever a web application is
fetching a remote resource without validating the user-supplied URL. It allows an
attacker to coerce the application to send a crafted request to an unexpected
destination, even when protected by a firewall, VPN, or another type of network

access control list (ACL).

As modern web applications provide end-users with convenient features, fetching a
URL becomes a common scenario. As a result, the incidence of SSRF is increasing.
Also, the severity of SSRF is becoming higher due to cloud services and the

complexity of architectures.
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WS.5.2 HTTPS Protocol

HTTPS Protocol

Guideline ID: WS.5.2
Development Lifecycle Stage:

O  Planning O Design and Development Deployment O Operation

Website Service Category
Informative Website e-Services Website

e All government websites must be switched to HTTPS protocol to make sure that site visitors
are interacting with the proper server and nothing else can alter or intercept the content
they are viewing.

e HTTPS certificate must be renewed every year.

HTTPS protocol will also improve the search ranking. Google is rewarding websites that use
HTTPS.

WS.5.3 Software Updates

Software Updates

Guideline ID: WS.5.3
Development Lifecycle Stage:

] Planning L1 Design and Development L Deployment Operation

Website Service Category
Informative Website e-Services Website

Failing to update the website’s software, security, and scripts when necessary is a sure way to

allow intruders and malware to take advantage of the website.

e The website Content Management System must always be up to date, including all
plugins and 3™ party components.
e The hosting environment updates and patches should be installed once they are

released.
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WS.5.4 Restrict File Uploads

Restrict File Uploads

Guideline ID: WS.5.4
Development Lifecycle Stage:

O  Planning Design and Development O  Deployment Operation

Website Service Category
Informative Website e-Services Website

Having files uploaded on the website by site visitors is risky, where files could potentially

contain a script that exploits vulnerabilities on the website when executed on the server.

e Files uploaded by visitors should be restricted to extension, where executable files
should be banned.

e Acceptable types of file extensions should be specified, and all other file types should
be banned.

e Files uploaded by the site visitors must be stored in separate folders and databases.

e Double extension files should be banned.

e Where possible, and of high risk, use antimalware detection like Sandboxing

technology as close as possible to upload transactions.
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WS.5.5 Using Captcha

Using Captcha

Guideline ID: WS.5.5
Development Lifecycle Stage:

0 Planning Design and Development L Deployment [ Operation

Website Service Category
Informative Website e-Services Website

A CAPTCHA is a program that protects websites against bots by generating and grading tests
that humans can pass but current computer programs cannot. For example: Humans can

read distorted texts, but current computer programs can't.

e All website forms should contain captcha, where the captcha result should be successful
before submission.

e The CAPTCHA to be used should be as secure as reCAPTCHA v3, and protect the forms
from Bots.

e The CAPTCHA to be used should collect as minimum user data as possible where user’s

consent should be gained.

@ For more information on how to use reCAPTCHA, visit https://developers.google.com/recaptcha/
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WS.5.6 Users Passwords

Users Passwords

Guideline ID: WS.5.6
Development Lifecycle Stage:
Planning Design and Development Deployment Operation

Website Service Category
Informative Website e-Services Website

It is crucial to use strong passwords to the hosing environment and website admin area, but
equally also important to insist on good password practices for your site visitor to protect the

security of their accounts.

e Strong password policy should be configurable, and strong passwords should be set;

password should follow the below best practices at minimum:

o Configure the 8 4 Rule: This rule helps you to build strong passwords, where (8 =
8 characters’ minimum length) (4 = 1 lower case + 1 upper case + 1 number + 1
special character).

o Enforce passwords that are at least 8 characters in length. 10 characters or longer
are better.

o No personal password allowed.

o Use different passwords for different accounts.

o Avoid dictionary words.

o Configure the password change functionality requires the user's current and new
password.

o Verify that a password strength meter is provided to help users set a stronger password.

e Passwords should always be stored as hashed encrypted values.

e Accounts should be periodically locked out after three failed logins.
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WS.5.7 Viruses and Malware

Viruses and Malware

Guideline ID: WS.5.7
Development Lifecycle Stage:

O  Planning O  Deployment Operation
Website Service Category

Informative Website e-Services Website

e Website and hosting environment should be well protected from viruses and malware.

e Staging and Development environment should be well protected from malware.

WS.5.8 Adjust Default Settings

Adjust Default Settings

Guideline ID: WS.5.8

Development Lifecycle Stage:

O Planning L1 Design and Development Deployment L0 Operation
Website Service Category
Informative Website e-Services Website

Default setting, account, configuration must be changed for both hosting environment

and content management system.

All default user names (like admin, default.aspx, index.aspx...etc.) should be renamed. The access

URL for admin panel/CMS, should also be renamed.
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WS.5.9 Error Messages

Error Messages

Guideline ID: WS.5.9
Development Lifecycle Stage:

O  Planning Design and Development Deployment Operation

Website Service Category
Informative Website e-Services Website

e If an error occurs while the site visitor is browsing the website, the error messages should
display minimum information on the error.

e Keep detailed errors in your server logs and show site visitors only the information they
need.

e No data revealing the structure of any component of the website is allowed to show in the
error message.

e The website should provide a suggestion to bypass the error.

WS.5.10 Secure APIs

Secure APIs

Guideline ID: WS.5.10
Development Lifecycle Stage:

0 Planning Design and Development Deployment Operation

Website Service Category
Informative Website e-Services Website

API stands for Application Programming Interface, which is used to access data and features

of other applications, services, or operating systems.

e APIs should always be HTTPS to avoid man-in-the-middle-attacks.
e Passwords should never be stored as plain text; they should always be hashed in

addition; symmetric encryption must be strictly avoided.
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e Use OAuth?, which enables a third-party application to obtain limited access to the
service.

e Tokens should have an expiration time to reduce the breach impact if the token was
leaded.

e Based on the API business, the API should have a limitation on how many times the
client is allowed to call the API.

e The Parameters must always be validated to avoid SQL Injection.

e |Ds must be opaque and globally unique to prevent funking attack. For example: Rather
than using the ID "1002"and "1003"use "r5t844fsq6fssi2vfrb9bds".

e [P address filtration is a must when applicable, where the API IP address can only be
accessed for certain IPs.

e Adding Timestamp in Request to enable the server to compare the current timestamp
to the request timestamp, and only accept the request if it is within (2 minutes)
timeframe.

e Information shouldn't be exposed in the URL. For example: Usernames, passwords,

session tokens, API keys, etc...
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WS.5.11 Security Logging and Auditing

Security Logging and Auditing

Guideline ID: WS.5.11
Development Lifecycle Stage:

’ O Planning Design and Development O  Deployment Operation

Website Service Category
Informative Website e-Services Website

e The website security transactions should be audited for adequate time.
e Verify that logs are securely transmitted to a preferably remote system for analysis, detection,
alerting, and escalation.

e All components of the system should be time-synchronized.

WS.5.12 Roles and privileges

Roles and privileges

Guideline ID: WS.5.12

Development Lifecycle Stage:

‘ O Planning Design and Development O Deployment Operation

Website Service Category
Informative Website e-Services Website

e Roles of users should be provided on least-privilege and need-to-know basis.

e Roles and privileges should be agreed on planning phase.

WS.5.13 Development Environment

Development Environment

Guideline ID: WS.5.13

Development Lifecycle Stage:
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0 Planning Design and Development L Deployment [ Operation

Website Service Category
Informative Website e-Services Website

e Use separate environment for development
e Store all forms of code — including source code, executable code, and configuration-as-code

— based on the principle of least privilege so that only authorized personnel, tools, services,

etc. have access.

e Ensure that all components of the environments for software development are strongly
protected from internal and external threats to prevent compromises of the environments or

the software being developed or maintained within them

WS.5.14 Secure communication

Secure communication

Guideline ID: WS.5.14
Development Lifecycle Stage:
’ ] Planning 0 Design and Development U Deployment Operation

Website Service Category
Informative Website e-Services Website

e Communication between all system components should be highly authenticated using

certificates. TLS certificates to prevent man-in-the-middle attack.

e Whenever classified data is transmitted, it should go over encrypted channel.
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WS.5.15 Third party software

Third party software

Guideline ID: WS.5.15
Development Lifecycle Stage:

’ O Planning Design and Development O  Deployment Operation
Website Service Category
Informative Website e-Services Website

e If used third party SW should be checked against backdoors and vulnerabilities.

e The use of third-party SW should be documented and tracked for security updates.
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